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Abstract
The verification system being established to monitor the Comprehensive Nuclear-Test-
Ban Treaty (CTBT) will include a network of 337 seismic, hydroacoustic, infrasound and
radionuclide facilities, transmitting digital data to the International Data Centre (IDC) in
Vienna, Austria over a global satellite communications system.  The mission of the IDC
is to process and analyze these data, and to provide equitable, timely and convenient
access to the data, products and services to all Member States so as to support their
compliance assessments under the Treaty.  In effect, the Treaty defines a new brand of
arms control verification for the information age.  Enabling technologies include near-
realtime global acquisition of data, public key cryptography, automated knowledge-based
data fusion and decision support, mass storage systems, and user interfaces based on
Internet and Web technologies.

During 2000, the IDC disseminated products based on data from about 90 seismic,
hydroacoustic, infrasound and radionuclide sensor stations of the future monitoring
network.  The number of events in the reviewed seismo-acoustic bulletins ranged from
40 to 360 each day.  On average, some 200 radionuclide spectra were processed and
analysed each month.  Users from 45 Member States received an average of close to
18,000 data and product deliveries per month from the IDC.  As the verification system
and the base of users grow, the IDC will continue to integrate state-of-the art information
technology and scientific methods to insure that the potential of the verification system is
realized in terms of improved automation, speed, quality, cost-effectiveness, service and
overall credibility.

1   Introduction
After 51 years of nuclear testing – including the detonation of more than 2,000 nuclear
explosions – the Comprehensive Nuclear-Test-Ban Treaty (CTBT) was open for
signature at United Nations Headquarters in New York on 24 September 1996 [1].  The
CTBT bans all nuclear weapons test explosions or any other nuclear explosion in all
environments. Entry into force (EIF) of the Treaty will occur once a particular 44 nations
that both participated in the negotiations and that host nuclear research or power reactors
have signed the Treaty and have deposited their instruments of ratification with the
United Nations.
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To verify compliance, the Treaty requires a verification system [2] (Figure 1) composed
of an International Monitoring System (IMS) of geophysical and environmental sensors
located worldwide, sending digital data via a Global Communications Infrastructure
(GCI) to an International Data Centre (IDC) for analysis, long-term archiving and
distribution to Member States (countries that sign and then ratify the Treaty). The
verification regime also includes other elements (not considered in here) such as special
event analysis, confidence-building measures and on-site inspection to investigate events
considered by Member States to be of concern. The purpose of the verification regime is
to ensure a high probability of detection for any non-compliance with the Treaty, and
thus to provide a strong deterrent to clandestine nuclear explosions.  The combination of
the CTBT verification regime with other means of global monitoring (such as national
technical means, and scientific and hazard monitoring networks) offers a high probability
that relevant events will be detected, located and identified [3, 4].  In other words, the
deterrent effect of this verification regime will be, in no uncertain terms, formidable.

The challenge faced by the new CTBT verification regime is a more ambitious extension
of that faced by nations who have, for decades, monitored the nuclear testing activities of
the nuclear powers.  The signature of a nuclear explosion must be detected, located and
identified against a backdrop of “noise”.  This “noise” is composed of low levels of
natural and cultural background, in addition to larger signatures of earthquakes, volcanic
explosions, conventional explosions detonated for commercial and military purposes,
leakage from nuclear facilities, sonic booms, meteorological phenomena, etc.
Furthermore, there is an increasing number of “noise” phenomena as the size or energy
of the phenomena of interest decreases.  This makes it an increasing challenge to detect
and identify increasingly smaller nuclear explosions.

The CTBT will depend more strongly upon information technologies for its effectiveness
than any arms control treaty in history.  The large data volumes, remote sensor locations,
existence of a level of mutual concern among nations and the need for objectivity and
cost-efficiency all motivate the application of information technologies.   Near-realtime
data acquisition, digital data authentication, satellite-based Internet communications,
knowledge-based processing and decision support, mass storage systems, and Web-based
data access systems are some of the information technologies that are already being
brought to bear on this problem of international prominence.

The Preparatory Commission for the Comprehensive Nuclear-Test-Ban Treaty
Organization and its Provisional Technical Secretariat have as their very focused
objective the implementation of this verification regime and the preparation of the regime
for EIF.  The Provisional Technical Secretariat was established in Vienna, Austria in
March 1997, and has made significant progress in achieving this ambitious objective.

This paper provides an overview of the CTBT verification system. The remote sensor
network of the IMS and the global communication facilities are described first.  Next, the
IDC processing and analysis systems are reviewed.  Finally, more detailed information
on the data acquisition, mass storage and access systems of the IDC is given.  The paper
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includes also summaries of the results of test operations to date, and discusses the
challenges that lie ahead.

2  International Monitoring System
To use an anatomical analog, the IMS network hosts the “senses” of the CTBT
verification system, and is composed of geophysical and environmental sensor stations
spread across the globe (Figure 2).  The IMS concept extends and integrates the methods
employed by nations to monitor each other over the past several decades.  Historically,
long-range (from thousands of kilometers) seismological observations have been used to
monitor, primarily, underground testing. Hydroacoustic methods have been used to
monitor the oceans.  Infrasound (sound waves in the 0.02 – 10 Hz range), and
subsequently satellite methods, have been used to monitor the atmosphere.  Atmospheric
environmental sampling has been employed to detect radioactive aerosols and gasses,
which can provide the best, unambiguous evidence for identifying nuclear explosions.  In
addition, there are potential synergies between the monitoring methods.  For example,
seismic stations could observe signals from explosions in the oceans and atmosphere,
while infrasound could detect explosions underground and underwater especially when
the explosions occur near the boundary between different environments.  Nuclear
explosions in the oceans or underground which are poorly contained could release
radionuclides into the atmospheric in addition to hydroacoustic and/or seismic energy
into the ocean and earth.

When completed, the IMS will include 50 primary seismic, 11 hydroacoustic and 60
infrasound stations transmitting digital data continuously at a total rate on the order of 5
to 10 Gbyte/day.  Some 120 auxiliary seismic stations will provide segments of data
upon request from the IDC.  All of the hydroacoustic and infrasound stations, and about
35 of the seismic stations are composed of arrays of instruments, spatially distributed
over apertures of kilometers.  This allows for estimation of the direction of the incoming
signals and, in many cases, enhancement of the signal-to-noise ratio.  Eighty radionuclide
stations will collect particulate samples on filter papers and return gamma ray spectra on
a daily basis.  Half of these stations will be equipped also to collect and analyze noble
gas samples.  Finally, 16 radionuclide laboratories will provide a more detailed analysis
of samples collected at the radionuclide stations when certain agreed radioisotopes have
been observed during routine analysis.

The technical and operational specifications for the IMS stations are quite rigorous.  For
example, the goal is for at least 98% of all data from primary seismic, hydroacoustic and
infrasound stations to be available in a timely manner for processing and analysis at the
IDC: a requirement made more challenging by the fact that many of these stations are
located in remote areas and harsh environments.  The stations must incorporate tamper
protection systems. The IMS data must be digitally-signed near their digital source, so
that receiving data centers can validate that the data have not been altered.

Many of the best existing stations have been selected to be upgraded and to become part
of the IMS network.  However, most of the stations must be installed from scratch, and
promising new sites are being selected to host these new facilities.  As of the end of
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2000, the PTS had invested about 40% of the approximately $215 million required to
implement the IMS. The first new and upgraded stations started providing data to the
IDC in 2000. Close to 115 of the 321 seismic, hydroacoustic, infrasound and
radionuclide stations met or substantially met the rigorous IMS specifications by the end
of that year.  Those in the “substantially met“ category typically require upgrades to
implement authentication and communications systems.  Tens of new IMS facilities
around the world are currently at some stage of the installation process.

3   Global Communications
A critical task within the CTBT verification system is to ensure the prompt, reliable and
secure collection and redistribution of data.  Exchange of data, products and services is
enabled by an agreed set of communications formats and protocols, applied across the
“nervous system” of the verification regime: the Global Communications Infrastructure
(GCI).  Data and products are exchanged throughout the verification regime using the
Continuous Data (CD) format and the International Monitoring System (IMS) format.

The CD format is used to transmit primary seismic, hydroacoustic and infrasound data
via the Transmission Control Protocol/Internet Protocol  (TCP/IP).  These data are
transmitted twenty-four hours per day from the stations to the IDC.  CD is also used to
forward continuous data to those Member States that wish to receive it. The latest
version, CD-1.1, has been enhanced to better support applications-layer error correction,
command and control, state-of-health monitoring and integration of digital signatures.
Signatures are computed using the Digital Signature Algorithm (DSA) [5] – a so-called
“public key” cryptographic method – using a private key stored securely at the station
and the data frames themselves.  Receivers use a public key corresponding to the private
key to authenticate or verify that the data received have not been tampered with.

The IMS format has its roots in the Automatic Data Request Manager (AutoDRM)
system [6] that is employed at tens of geophysical data centers worldwide.  It was
expanded for CTBT purposes to support a larger variety of data and products.  The latest
version, IMS-2.0, is the principle format for transmission of requests from the IDC to
auxiliary seismic stations for data segments, and for the return of the segmented
timeseries.  Radionuclide stations send their spectra to the IDC using this format as well.
The underlying protocol is simply e-mail, and for large payloads, the File Transfer
Protocol (FTP).  Each IMS-2.0 e-mail contains a message in a documented, computer-
readable format.  Through the use of the S-MIME standard [7], the messages are
accompanied by a certificate housing the sender’s public key and the digital signature
corresponding to the message.  As with the CD transmissions, DSA is the algorithm used
for securing the transmission of IMS data.

The GCI "nervous system" provides an integrated, cost-effective, high-availability
communications service for the verification regime.  The GCI is the first truly global
(with sites on all continents and in all ocean regions) satellite communications network
based on Very Small Aperture Terminal (VSAT) technology.  The conceptual design is
quite straightforward:  IMS facilities and Member States in all but the near-polar regions
of the world can exchange data starting from their local VSAT earthstation, via C-band
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transmissions through one of three geosynchronous satellites.  The satellites route
transmissions to one of three communications hubs on the ground, and then on to the
IDC via terrestrial Frame Relay links, with ISDN back-up.  In reality (Figure 3) the GCI
also supplements the three global beams with two additional Ku-band satellites and hubs
for more economical coverage of North America and Europe.  Based on requests from
the host nations, about one third of the IMS stations, may have their data routed through
national communications nodes before they are routed into the GCI.  An affordable
solution for communicating with a handful of stations in the near-polar regions is still
being sought. Overall, the GCI system must be cost-effective, operate with 99.5%
availability and provide data within seconds from origin to final destination.

All of the planned hubs and terrestrial links of the $70 million (over 10 years) GCI are
now operational. During 1999 the first IMS data started arriving at the IDC and the first
data and products were distributed using the GCI.  As of the end of 2000, a total of 44
VSATs had been installed at IMS facilities and at establishments of Member States
authorized to access data and products.  About 70 additional sites are in preparation.

About 30 seismic primary, 35 seismic auxiliary, four hydroacoustic, six infrasound and
15 radionuclide stations transmitted data into the IDC for processing and analysis during
2000.  Some of these transmitted data via the GCI, and the remainder via nationally-
furnished links used for testing purposes until the GCI links can be established.
Experience indicates that the availability of data arriving through the GCI is significantly
higher (~95%) as compared to the availability of data arriving through the other
communications arrangements (~70%).  Of course, the data availability at the IDC is a
function not only of the GCI link availability (which has been near the required 99.5%)
but also of the availability of the station and IDC infrastructures. Continued improvement
of the IMS, IDC and communications systems, and commissioning of new VSAT’s at
IMS stations, will act to increase the total availability.

4   International Data Centre
The necessity for an IDC emerged from years of international experimentation [8, 9, 10]
demonstrating that effective verification of a multi-lateral nuclear-test-ban requires
acquisition of large volumes of monitoring data, and the application of state-of-the-art
science and technology to process, analyze, interpret, and store these data.  Thus, to
continue the anatomical analogy, the IDC, not unlike the “brain”, is responsible for
synthesizing the IMS data.  This includes the execution of an agreed set of tasks on
behalf of all Member States; tasks which most nations, individually, would find too
fiscally, computationally and/or scientifically intensive to execute on a global and
continuous basis.   The services of the IDC allow verification to become a global,
cooperative activity, and not just the activity of the few nations that currently possess
nuclear weapons or that have the necessary surveillance and computing assets.  However,
the IDC does not pass judgement to identify a particular event as a suspected nuclear test.
This is because judgements regarding whether or not a particular event is of concern
would most certainly depend upon not only the scientific parameters describing that
event, but also upon the uncertainties in those parameters within the context of other
information and political concern that one State might have about another.
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The IDC is about halfway through an approximately five-year, seven-phase Progressive
Commissioning Plan.  The plan outlines a progressive hiring of qualified staff,
procurement of computer hardware and commercial software, enhancement and testing
of the monitoring applications software, and implementation of global communications
capabilities.  The plan also defines a progressive increase in the level of processing,
analysis and service to the Member States, such that the IDC and States can prepare
themselves for operations before EIF of the Treaty.  With almost 100 on-board at this
time, the staff of the IDC is planned to grow to over 130 in a manner that keeps pace with
the growing IMS, and its growing list of developmental and operational responsibilities.

The vast majority of the software required to execute the monitoring functions outlined
in the remainder of this section is being developed specifically for CTBT monitoring
purposes.  Much of this is being provided on a cost-free basis by the United States,
through its prototype IDC in Arlington, Virginia [11].  Significant contributions are also
being provided by other international monitoring experts and under contracts funded by
the IDC.  The estimated investment over the past five years in the monitoring software
being provided by the United States is on the order of several tens of millions of dollars.
The IDC expects to invest on the order of $2-4 million per year for the maintenance,
improvement and documentation of the monitoring software.

Information technology plays a vital role in insuring that the mission of the IDC is
executed in a manner that is as accurate, objective, rapid, cost-effective and reliable as
possible, and that these all improve over time.  In this rest of this section, the methods
and technologies employed to support data acquisition, intelligent processing and
analysis, data fusion and data access systems of the IDC are reviewed.

4.1  Data Acquisition and Quality Control
The IDC receives all data and validates the authenticity of these data using the
accompanying digital signatures and a public key that corresponds to the private key
used to sign the data at the station.  The data are then placed on the "diskloop" of the
Operational Data Management System (DMS) in a special format used for subsequent
processing and analysis.  Section 5 provides further detail regarding the IDC's data
management architecture and concept of operation.  Data quality is checked at various
stages of acquisition, processing and analysis.

4.2  Intelligent Seismic, Hydroacoustic, Infrasound Processing and Analysis
Seismic, hydroacoustic and infrasound data are digital timeseries that are similar enough
to be processed and analyzed [12] using the same processing and analysis “pipeline”
(Figure 4).  Small differences between the processing and analysis of data from one of
these technologies versus another are generally related to specific processing parameters
applied and to the particular algorithms executed.

Automated Station Processing. Within minutes after a segment of continuous primary
seismic, hydroacoustic and infrasound data arrives at the IDC, it undergoes automated
station processing.  The output of this is a list of "signals" (where the signal level
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sufficiently exceeds the noise) detected within the timeseries from a single station, and a
suite of attributes that describes each detected signal (e.g., arrival time, amplitude,
frequency, direction, estimate of the travel path). Methods including digital filtering,
beamforming (for array stations), signal detection, neural network techniques, Bayesian
inferencing and rule-based analysis are applied during automated station processing.

Automated Network Processing. The list of signal detections and attributes from all
stations in the network are next input into the automated network processing system.
The data undergo three rounds of automated network processing, with each round
integrating additional data.  The output of each round is a Standard Event List (SEL).
SEL1, SEL2 and SEL3 are compiled automatically within about two, six and 12 hours,
respectively, after an event’s occurrence.   The automated network processing software
is a grid-search, knowledge-driven system that associates signal detections with the
hypothesis that those signals have propagated from an event in a particular cell within a
grid of cells that covers the earth.  This extensible approach supports the integration of
source-, station- and path-specific information into each grid cell, including spatially-
varying earth models and spatially- and temporally-varying ocean and atmospheric
models.  An iterative, least-squares inversion procedure uses the signal arrival times and
other parameters to estimate the latitude, longitude, depth and origin time for each event
[13].  Following the production of SEL1, discrete time periods of seismic data are
automatically requested and received from the auxiliary seismic stations in a manner that
seeks to improve the event solutions contained in the SEL1.  The retrieved auxiliary data
undergo automated station processing, with any signals detected used in the production
SEL2 and SEL3, and in subsequent interactive analysis.

Interactive Analysis.  Review of SEL3 by human analysts results in the compilation of a
Reviewed Event Bulletin (REB) within two to three days after the occurrence of an
event.  A sophisticated graphical decision support and execution tool is used to review
the raw timeseries data in conjunction with the automatic processing results within the
SEL3, and to validate or correct, when necessary, the automated solutions.

Automated Characterization and Screening.  Using the REB as a starting point, a number
of automatic processes are initiated with the objective of estimating additional
characteristics of each event [14].  The resulting product is the Standard Event Bulletin
(SEB).  Standard event screening criteria are next applied on an automated and objective
basis to screen-out events considered, with high confidence, to be consistent with natural
phenomena or non-nuclear, man-made phenomena. The resulting bulletin is the Standard
Screened Event Bulletin (SSEB).

Seismic, Hydroacoustic and Infrasound Results.  Figure 5 shows a map of the estimated
event locations given in the REBs for 2000.  An average of 52 events per day were
located and provided within the daily REBs.  The maximum daily number of events,
357, occurred on 16 November 2000, when two large main shocks occurred east of
Papua New Guinea, followed by many tens of aftershocks.  As the IMS network grows
and improves, the improved detection capability of the verification system will allow for
an even larger number of smaller events to be detected, located and characterized.
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The synergy between the seismic, hydroacoustic and infrasound technologies is already
being demonstrated, despite the small number of stations currently available in the latter
two technologies.  During 2000 only one test hydrophone station in the Pacific Ocean
region transmitted data to the IDC, and then for just part of the year. Despite this, almost
20% of all events in the global REB, most of which are presumably earthquakes, are
generating observable hydroacoustic phases.   Also, despite the few infrasound stations
providing data to the IDC during 2000, both seismic and infrasound signatures have
been observed from presumed near-surface conventional explosions.  These cross-
technology observations will be of value in improving the ability to screen-out larger
numbers of events [15].

4.3  Intelligent Radionuclide Processing and Analysis
Radionuclide processing and analyses proceed through a pipeline (Figure 4) that is
similar at a high level to the one described above, but different in detail [16]. One
difference is the time schedule.  The propagation of radionuclides from the causative
event to the sensors could take on the order of days to weeks, and the subsequent sample
collection and measurement in the field takes up to two days for noble gas analysis and
up to three for particulate analysis.

Automated Station Processing.  Automated radionuclide processing at the IDC starts
rapidly after each daily gamma-ray spectrum is received from an IMS radionuclide
station.  The processing represents an integrated extension of the standard approach to
gamma-ray spectrometry.  The processing sequence includes a preliminary peak search,
an energy calibration update, a final peak search, efficiency calibration, a background
subtraction and nuclide identification.

A field of regard (FOR) is defined as the geographic region from which the air mass
sampled during the collection period is estimated to have been located at some time
prior to collection.  Fields of regard are estimated for every radionuclide sample, and for
several time points (e.g., one day, two, days, etc.) in the past.  This is done through an
automated application of the HYSPLIT atmospheric transport software [17], with wind
analysis data from the medium range forecast model operated by the National Centers
for Enviornmental Prediction (NCEP) and received at the IDC over the Internet.

The Automatic Radionuclide Report (ARR) contains information on the collection of
each sample; processing parameters; provisional peak detection and radionuclide
identification; calibration information; the minimum detectable concentrations of key
radionuclides and the FORs.  Separate ARRs are provided for each air filter sample and
each noble gas sample.  The ARR for a particular sample is available to the Member
States within minutes of the time each spectrum arrives at the IDC.

Interactive Analysis.  Interactive analysis follows, with an expert analyst using graphics-
based analysis software to validate or correct (if necessary) the peak picks and nuclide
identifications determined by the automated system.
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Automated Characterization and Screening.  Following analyst review, the radioactivity
measurements are automatically characterized by the number, type and relative amounts
of nuclides present.   Each spectrum is assigned a categorization “Level” based on the
presence or absence of anomalous radionuclides from an agreed list of “relevant
radionuclides” [18].  The results of the analyst review and automatic categorization
processing for each sample are documented in a Reviewed Radionuclide Report (RRR).

Detailed Meteorological and Sample Analyses.  Identification of anomalous levels of at
least one relevant radionuclide triggers the start of a detailed atmospheric transport
modeling operation.  The IDC currently employs both the HYSPLIT and Omega [19]
software to do this. The IDC could also cooperate with National and Regional
Specialized Meteorological Centres of the World Meteorological Organization to support
high-priority atmospheric transport analyses.  Should multiple, anomalous, relevant
nuclides be identified in a station’s sample, the station’s operator is instructed to dispatch
the sample to the IMS radionuclide laboratories for further analysis.

A Standard Screened Radionuclide Event Bulletin (SSREB) is produced for those
samples that contain one or more anomalous, relevant radionuclides. The SSREB
includes all individual RRRs for all of individual spectra thought to be associated with
the hypothesized source event; all atmospheric transport modeling results; and results of
any laboratory analyses.

Radionuclide Results. The IDC processed and analyzed 2,601 specta during 2000.
Following analyst review, there were 40 spectra indicating a single, relevant
radionuclide and only indicating multiple, relevant radionuclides.

It is fortunate that there are not many instances during which there is a significant
release of radionuclides.  However, two types of sources of interest for validating the
atmospheric transport models of the IDC are plumes from volcanoes and from large
forest fires [20].  Figure 6 shows a satellite image of the plume from a large wildfire
near San Diego, California in January 2001 as compared to the forward wind trajectories
determined at the IDC using the Omega model.  In this case, the comparison is
encouraging.  Much more work is needed to integrate appropriate transport models and
meteorological data into IDC processing, to expand cooperation with global
meteorological centers, and validate the processes employed.

4.4   Fusion, Review and Summary
The final stages of producing the standard products of the IDC are still under
consideration.  However, the following elements are being examined:

Four-Technology Data Fusion.  The IDC would attempt, automatically and/or
interactively, to cross-reference in space and time the event location and origin time
estimates from the SSEBs as determined from the seismic, hydroacoustic and infrasound
analysis, with the detailed FORs from the SSREBs estimated from the radionuclide and
atmospheric transport analysis.   The resulting Fused Event Bulletin (FEB) could also
include context measures (geographic association of located events with features
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reported by Member States, such as active quarries or mines, earthquake faults, volcanic
fields, power plants, or occurrences at or near these features) or other agreed
characterization parameters.

Executive Summary.  This product presents to the Member States on one electronic page
an abstract of the most salient results for a given data day (Figure 7).  Included are the
number of seismic, hydroacoustic and infrasound events; the number of radionuclide
events; the status of screening within both pipelines; any information on possible fused
events; and statistics related to the state-of-health of the IMS and IDC systems.  The
report is a dynamic one that is updated, especially, as a result of the evolving processing
and analysis of radionuclide and fusion over a period of two weeks or so.

4.5  System Monitoring
As a standard service, the status of all IMS stations, communications, product
dissemination, and of the IDC systems is continuously monitored.  This includes
surveillance of the state-of-health, capability and security of these elements.   Immediate
notification is forwarded to the responsible parties (e.g., staff members or contractors)
should the operational performance of any component of a system drop below the
specified levels. An integrated system to support this requirement that has been offered
by the Government of France is now being tested.

4.6  Data and Product Access
The objective of the IDC access services is to help Member States to find and retrieve
those data of interest to them.  The IDC automatically disseminates to each Member
States the requested data and products without cost up to a certain total volume
(currently 100 Mbyte per day per State).  A Member State can request larger volumes of
data, with possible cost implications.  There are three methods for accessing data:

Subscriptions.  Subscriptions can be established electronically that specify the types and
amounts of data that a Member State wishes to receive (e.g., events from a particular
region, signal detections at certain stations, continuous streams of timeseries data, etc.)
and the frequency with which they wish to receive them (e.g., immediately as available,
daily, etc.).  Subscriptions are satisfied and forwarded (via the CD or IMS formats
described in Section 3) automatically whenever the selections and frequency criteria are
met, and continue until the subscription is cancelled or its specifications changed.

One-Time AutoDRM Requests.  Member States can make one-time requests for specific
data or products by sending a request message in IMS format via e-mail to the IDC.  The
response containing the requested data or product is automatically returned by the IDC
via e-mail, unless its size exceeds an upper limit specified by the requestor.  In this case,
the requestor is automatically notified of the availability of the response via e-mail, and
instructed how to retrieve the large file(s) via FTP.

Secure Web System.  The IDC provides a secure Web site that supports interactive
browsing, selecting and downloading of data, products and other information.  The Web
system also allows Member States to interactively browse all data and products, and to
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format requests for subscriptions or AutoDRM-type queries.  Figure 7 shows the IDC
products home page, which provides a view of the Executive Summary for a particular
day.  From here, Member States can review and download IMS data and IDC products
available from this day or others.  Products can be retrieved for a particular time period,
or through a data-mining interface that supports searches for data or events meeting
complex suites of spatial, temporal, geophysical and/or environmental criteria.

Data and Product Access Results. By the end of 2000, 318 authorized users from 47
Member States were authorized by their National Authorities to access IMS data and
IDC products.  An average of 18,000 products was shipped automatically to authorized
users each month during the year.  About 96% of all products were shipped within three
minutes of the request time or scheduled subscription time.  Most of the products are
subscriptions for automatic SELs to provide early alerts for possible events of interest to
Member States.  An average of 1 Gbyte of raw data was accessed through AutoDRM
each month.  About 50 Gbyte per month of continuous, streaming IMS data were
forwarded to subscribing Member States. A modest 400 sessions per month via the Web
system were logged.  These numbers will most certainly grow as the number of users
grows and EIF of the Treaty approaches.

5   Computing and Data Management System
The IDC monitoring software described in Section 4 is a computationally-intense, data-
centric system. In this section, the computing and data management infrastructure
required to support the monitoring operations is reviewed in greater detail.

5.1 Computing and Security Infrastructure
The IDC is housed within 3,000 m2 on two floors of the Vienna International Centre. The
floors were re-constructed, largely under the funding of the Government of Austria, to
support special space, security, power and environmental requirements.  Over $11
million has been invested by the Preparatory Commission over the past three years to
establish the IDC computing infrastructure (Figure 8), including the computing and
storage servers, workstations, networking equipment, security systems and commercial
off-the-shelf software.   Requirements imposed by the software being transferred from
the United States coupled with a look ahead to emerging technologies, led to the
adoption of the following standards (as of the end of 2000): Sun servers and
workstations, the Solaris 7 operating system, Oracle 8 RDBMS, and X-windows and
Web for graphic user interfaces.

The network is divided into a number of subnetworks and services.  Hosted within the
IDC Operations Local Area Network (LAN) are the mission-critical functions of the
IDC. The Development and the Test/Integration LANs conform to these same standards,
so as to support repair, enhancement, integration and testing of new software. Other
functional elements of the infrastructure support office automation, information security,
state-of-health monitoring and networking with the GCI and Internet.

System integrity is maintained in the IDC using mechanisms for physical security (e.g.,
access doors and controls), system security (e.g., operating system features, software

259



security packages, system password control, database management system security
features and configuration management) and operational security (e.g., software design
procedures, software implementation controls, start-up and shutdown procedures, system
failure procedures, security reviews and accountability procedures).  The IDC operates a
Public Key Infrastructure to support the generation, exchange, management and
revocation of digital certificates and keys for the public key cryptography scheme that is
employed to sign and authenticate information exchanged within the verification system.

5.2  Data Management System Concept
The philosophical underpinnings of the IDC data management system (DMS) date to the
early 1980s [21] when Lawrence Berkeley and Lincoln Laboratories, under funding by
the Defense Advanced Research Projects Agency, designed an efficient DMS for the
new Center for Seismic Studies (later to host the prototype IDC).  It was conceived that
the most effective DMS for the types of data and products required for monitoring
nuclear testing would be a combination of an RDBMS and the Unix network file system
(NFS).  The voluminous raw timeseries (or other) data acquired from geophysical
sensors are stored on the NFS.  Meta or parametric data – including information about
the station, channel, instrumentation, start time, sample rate, etc. – for each timeseries
segment within each file are stored in the RDBMS, along with a pointer to the location
of the timeseries on the NFS.  The output of subsequent processing and analysis of the
timeseries data is also stored in the RDBMS.  Thus the RDBMS contains indices to the
raw data, making it efficient to browse and retrieve the timeseries data by station,
temporal and/or geophysical parameters.  The RDBMS schema have evolved since the
early 1980s, but the concept is much the same.  The schema and variations on them are
used widely in geophysical data centers throughout the world.

Another concept is that data arriving into the Operational DMS (from and to which the
operational acquisition, processing and analysis systems input and output data) are
migrated automatically, and as rapidly as practicable, to the larger Archive DMS. Data
are automatically purged from the Operational DMS after between 10 and 20 days for
the timeseries on the diskloop of the NFS, and after between four and six months for the
parametric data in the RDBMS. These data migration policies act to stabilize the load on
the operational DMS, and minimize the access to those data by non-operational entities
(e.g., research staff, authorized users of the Member States, etc.)

5.3  Mass Storage System
The Mass Storage System (MSS) of the IDC was procured during 1999, and is now
undergoing acceptance testing. The primary functions of the MSS are: (a) to receive and
store raw timeseries data that have been migrated from the Operational DMS diskloop to
the Archive DMS and (b) to service requests for these data as described in Section 4.6.
Both of these functions are fully automated. The MSS acts like an integral part of the
NFS within the Archive DMS, in that the IMS data stored on the MSS are indexed by
pointers in the RDBMS. Some other types of data are also archived on the MSS, as will
be described below. Hierarchical storage management (HSM) techniques are employed
to optimize data storage and retrieval response times.
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Due to the lack of practical experience, establishing the archival and retrieval
specifications for procurement of the MSS was a challenge.  Estimates of the volume of
data to be archived on the MSS were the better understood of the two.  The model was
that all raw IMS data would be archived on the MSS at least twice: once in their native
CD or IMS format (with their digital signatures, for later authentication) and once in the
format used by the monitoring software during processing and analysis.  At least one
additional copy of the native format data would be archived off-site. Segments of
timeseries data corresponding to located events (e.g. containing from a time just before
the first signal detection to just after the expected time of the last theoretical signal)
would be archived to allow rapid search and retrieval of event-based data.  Other data to
be archived include meteorological data that will be arriving on a daily basis, maps and
images arriving periodically and some one-time archiving of historical data from the
prototype IDC.  Table 1 summarizes the estimated volumes of data to be archived on the
MSS.  In addition, the MSS may be used to store certain system back-ups.

The MSS will reside on the IDC Operations LAN, which is a 100 Mbit/s switched
Ethernet network. Data will be archived to the MSS by one or more hosts on the this
LAN. Over time, the operational procedures will be optimized so that only one host is
archiving its data at a certain time, to avoid network congestion. Thus one requirement
was that the I/O write bandwidth from the servers to the write unit(s) must exceed the
bandwidth of one 100 Mbit/s network connection (12.5 Mbyte/s).

Archiving of data will be performed in steps.  First, all available data segments from all
stations for a particular period of time (tens of minutes to hours) will be packed into a
standard TAR format file.  Each file could contain tens to thousands of data segments,
each indexed by a pointer in the RDBMS.  Second, these files will be transferred from
the Operations LAN diskloop to a disk cache on the MSS.  Third, the files are copied
automatically, using HSM principles, to tape on the MSS.

Delays in data acquisition (e.g., due to IMS, GCI or IDC disruptions) motivate two
undesirable, possible remedies.  One possibility is the IDC systems implement an
unwelcome delay in the packing and archiving process to wait for possible late data.
Alternatively, packing and archiving of data, even data with known gaps, could occur as
rapidly as possible, with later-arriving data packed and archived in separate files.  This
would make later retrieval of contiguous segments of data slower, since more files might
have to be read from tape to close all gaps.  With increasingly reliable IMS, GCI and
IDC systems, completeness of the data will be able to be ascertained, and the packed data
files migrated to the MSS, at a much earlier time.

The retrieval of IMS data will be performed through requests for specific time-periods of
data from specific stations and channels. Data still residing on the disk-cache will be
transmitted rapidly, whereas data residing on tape will first be read from the library to the
disk cache and then transmitted.

The model for retrieval of data from the MSS was more difficult to specify during the
procurement phase, given that the IDC had no experience at that time with user request
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patterns.  Even the experience of today is not close to what it will likely be, say, after
EIF. Therefore, parameters such as the optimal size and location of files were estimated
based partially on the experience of the prototype IDC, and partially on the maximum
network bandwidth and I/O throughput provided by the IDC computer infrastructure.
For example, it was assumed that at any one time, there could be up to five active
retrieval requests, in addition to the IDC monitoring software activity. Thus it was
specified that the I/O retrieval throughput from the read units to the server must exceed
the bandwidth of seven active 100 Mbit/s network connections, which corresponds to a
data transfer rate of approximately up to 87.5 Mbyte/s. These retrieval requests could
occur simultaneously with the above-described archiving activity.

Based on these data archival and retrieval models, the IDC procured a solution centered
on StorageTek technology (Figure 9). The heart of the new MSS includes a Sun
Enterprise 4500 Server (two 450 MHz processors, 1 Gbyte memory), a StorageTek 9310
tape library (six StorageTek 9840 tape drives, 70 Tbyte of tape storage initially), Sun
StorEdge A5200 disk cache (1.6 Tbyte cache, consisting of six RAID-5 260 Gbyte disk-
arrays and one RAID-5 500 Gbyte disc-array for HSM RDBMS).  Two redundant fiber-
channels, three UWDSCSI and five 100BASE-T interfaces provide network
connectivity.  The system supports upgrade paths to ATM, Gigabit Ethernet and FDDI.
The Application Storage Manager (ASM), Navisphere Agend, NAVICLI and ACLS
software manage efficient archiving, retrieving and tape and disk control activities.

The peak data transfer rate of the offered disk-subsystem is 200 Mbyte/s, which exceeds
the requirements. The average data transfer rate between the disk-subsystem and a write-
unit is 10 Mbyte/s, and between the disk-subsystem and a read units is 6x10 Mbyte/s
(both rates assuming hardware compression is disabled).

To assess the performance of the MSS versus the requirements, the IDC developed a
benchmark data suite.  Three typical retrieval requests were simulated:
• Small requests (<1 Mbyte) from one waveform file from N simultaneous users.
• Medium requests (> 1 and <10 Mbyte) from one or more waveform files from N

simultaneous users
• Large requests (>10 and  <32 Mbyte) from one or multiple waveform files from N

simultaneous users

In total 1,612 sample requests were prepared, executed and analyzed during the
procurement selection process at the vendor’s facility. The data segments requested
resided in files ranging from 34 Mbyte to 817 Mbyte in size, summing to a total volume
of 26 Gbyte of raw timeseries data on the MSS.  The test-configuration was run at the
vendor’s site, using an MSS with only one 9840 drive (in comparison with the six
planned for the IDC).  The suite of sample requests was completed within four hours, for
an average response time of under 10 s per request.  With multiple drives, the
performance could be expected to improve significantly.

Final acceptance tests are now underway on the newly installed MSS within the IDC.
During the course of operations, detailed data archival and retrieval statistics will be
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maintained to analyze the actual usage of the system. Adaptations to the structure and file
architecture will be made as necessary.

6  Conclusions and Opportunities for the Future
The IDC has already established an advanced, integrated capability for data acquisition,
storage, processing, analysis and dissemination to serve the needs of the CTBT's
Member States.  As the IMS network grows, as the GCI communications links bring
increasing volumes of new data into Vienna, and as the IDC software and experience
mature, the capability of the IDC and of the entire verification system will improve
beyond the significant level currently being demonstrated as part of the Preparatory
Commission’s testing program.  It would seem that this integrated application of
information technologies employed within the CTBT verification regime presents an
attractive model for future arms control and surveillance problems that are rich in data,
are computationally intensive and have requirements for rapid analysis and data access.

The continued progressive commissioning process brings with it a number of interesting
opportunities and challenges which, if met, will insure that the true performance of the
verification system approaches its theoretical capabilities.  Fortunately, the framers of
the Treaty, foreseeing the scientific and technical challenges of the tasks they posed,
envisioned that the technologies, methods and procedures would be progressively
developed as experience and advances dictate.  The major technical challenge is
achieving the high target levels of availability for the IMS, the GCI and the IDC.  To do
this requires a coherent operation and maintenance concept for the overall verification;
superior station, communications and information systems; and effective monitoring of
the state-of-health of the systems, in order to sense degradation and to alert the people
responsible for maintaining and repairing them.

There are a number of scientific opportunities as well.  Methods to detect, locate and
characterize small events near the threshold of detection of the network will continue to
be improved.  Fundamental research and development in the areas of the processing and
analysis of hydroacoustic and infrasound data are, in a sense, allowing the state-of-the
art in these areas to “catch-up” with the operational seismic and radionuclide processing
and analysis.  Work remains to improve event-screening methods, develop more
efficient interactive analysis and decision support tools, and realize the potential for
synergy and fusion of data between the four monitoring technologies.  Improving the
application of atmospheric transport analysis is also required to better address the four-
technology fusion problem. Methods must be “tuned” and signal propagation models
“calibrated” [22] to incorporate the best, available knowledge of potential sources;
propagation paths through the earth, oceans and atmosphere; and station characteristics.
All of this work must be integrated into a large, but modular, software system that can
be maintained and improved over time.  

Finally, there are a number of policy and procedural challenges that must be addressed.
Many of these relate to classic trade-offs between the quality of products desired, the
timeliness of the products and the costs of investments in personnel and system
development to support the quality and timeliness levels sought.
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There is a broad understanding within the Preparatory Commission of the potentially
great value of the IMS data and IDC products to organizations that monitor disasters and
provide relief (e.g., for earthquakes, tsunamis, volcanoes, radioactive fall-out, etc.) and
to organizations that perform scientific research and development.  So too it is
understood that the CTBT could benefit from these organizations to help address the
aforementioned challenges.  The Preparatory Commission has made it a priority to
complete a policy to support the provision of IMS data and IDC products to such
organizations, so that these rich and unique assets can be of benefit to all who need them
for verification, humanitarian and scientific endeavors.
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Figure 3.  The central system of the Global Comunications Infrastructure (31 December)
spans the entire globe (with a few exceptions in Antarctica) using space satellites
covering the Pacific Ocean Region, Atlantic Ocean Region, Indian Region, Europe and
North America. One hub is located in Griesheim, Germany and two each are located in
Fucino, Italy and California, USA. The terrestrial links from the hubs to the IDC are
secured by Frame Relay with ISDN backup. In addition there are terrestrial and satellite
links to the IDC from five communications nodes operated by Member States.
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(A)

  Omega pseudo release points

Figure 6: Smoke plume from a wild fire burning near San Diego, California in
January 2001 as seen from space (A) and as simulated with the IDC
atmospheric transport software (B). Shown in (B) are pseudo plumes released
from predefined points on a regular grid. The simulation is done with the
OMEGA  [36] model. Note that the pseudo release particles are started from
the release points at 000 UTC, while the fire started around 1500-1600 UTC.

(B)
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Figure 7.  The Executive Summary page of the IDC secure Web site. This page highlights
the events located and radionuclide detected for a particular day, the screening status of
these, and also information on the state-of-health of the IMS, GCI and IDC systems.
Users may select objects from this page, such as event locations from the map, to follow
hyperlinks to many other pages with more detailed information, data and products.  The
left navigation bar also guides users to other data, products, services and documentation
pages.
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