
Simplifying 
the Web User’s Interfacethe Web User s Interface 

to Massive Data Sets

Roberta Allsman
The Australian National Universityy

Supercomputer Facility
robyn allsman@anu edu aurobyn.allsman@anu.edu.au



Mass Storage EnvironmentMass Storage Environment

S T kStorage Tek
1 – Powderhorn 9310 Automated Cartridge system

300 TB capacity
8 – Timberline 9840 tape drives

20 GB/tape20 GB/tape
2 – Redwood tape drives

50 GB/tape50 GB/tape

LSCI Storage and Archive Manager File System
SAM-FS
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Motivation

Help data store users
with the largest archives
to access their data effectivelyy

without
taking on their role of project data managertaking on their role of project data manager.



MACHO Project

Search for Dark Matter in the Galactic Bulge
• 7 TB image data, 70 MB/imageg , g
• 1 TB photometry data
• Non- proprietaryp p y

PurposePurpose
• Make data available to the worldwide astronomy 

communityy



Wide Field Imager (WFI) ProjectWide Field Imager (WFI) Project
Observatory management of data taken using the MSSSOObservatory management of data taken using the MSSSO 

WFI device
– Over 10 TB during 10 year device life; 100 MB/image
– Mixed proprietary and non-proprietary data with continuous 

roll into non-proprietary status

Purpose
– Provide proprietary data to project via web
– Provide non-proprietary data to worldwide community



Client Requirement:Client Requirement: 
A Non-Invasive Web Site 
• No need to alter web browser configuration
• No account required for access to non-No account required for access to non

proprietary data
• No account required on user’s local system for• No account required on user s local system for 

delivery of data
P i d i d d i d j• Proprietary data restricted to designated project 
members



Additional Considerations

• Data delivery efficiency since data being 
transferred internationallyy

• Security implications of intermixed proprietary 
and non-proprietary dataand non proprietary data

• Simple system which the data owner maintains
Mi i l f• Minimal software costs



Process Overview

Web Server Metadata ServerZ39.50

HTML SSH

Web Browser Data ServerFTP



Division of Responsibility

ANUSF
• Manages data server
• Provides single account for data management

Project 
• Manages web server and metadata (MD) server
• Maintains MD catalog and data within data store

Web UserWeb User
• Accesses data via his standard web browser
• Only needs web account if proprietary data wantedOnly needs web account if proprietary data wanted



Search FormSearch Form



Search Result



Authentication

occurs when the identity of the user is determined by 
virtue of userid/password validation.

The requester’s process is then granted access to all q p g
data and processes available to the authenticated 
userid.



Authorization

is the process whereby an authenticated userid is 
determined to have legitimate access to a 
specific datum.



Authentication: Web Accounts

• All users requiring access to proprietary data 
must acquire a web account from the q
Observatory. 

• The web account may be used for authenticationThe web account may be used for authentication 
into multiple projects.

• The Project PI is authorized to update the list of• The Project PI is authorized to update the list of 
authorized users of his project’s data.



Authentication: the authtoken

• The search form’s authentication uses APACHE
‘htpasswd’ with ‘anonymous’ user support.

• A unique authtoken is created upon authentication. 
• The authtoken is based on APACHE ‘mod_unique’ 

– with a slight encoding change to enable use within  an ‘ftp’ 
URL.



AuthorizationAuthorization

If t ifi d t i th i d thIf access to a specific datum is authorized, the 
authtoken and data identifier are

• forwarded to the data server and• forwarded to the data server  and
• included in the search response

Web Server Metadata Server

HTML(token,data id) SSH(token,data id)

Web Browser Data Server



Authtoken Inclusion



Simplifying Security Restrictions

No Proprietary Data
• No authentication check prior to search form display
• No authorization check during hit summary creation
• No authorization check on data retrieval 

Only Proprietary Data
A h i i h k i h f di l• Authentication check prior to search form display

• No authorization check on hit summary creation
• Authorization check on data retrieval• Authorization check on data retrieval



Providing Value Added Analysis 



Value Added Analysis



Future Work

• Different metadata server
• Enabling Virtual Observatory access
• Converting to a Secure APACHE server• Converting to a Secure APACHE server


