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Presenter
Presentation Notes
Motivation was found in the context of metadata server performance in an object based storage system, though you’ll see the solution can be applied more generally.
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Presenter
Presentation Notes
Hashing popular for distributing metadata:
-only have to contact one server
-avoids dir hot spots
-avoids congestion at high level directories such as root

Lose these benefits if we still have to traverse the dir tree in order to calculate access controls
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Motivation (cont’d)
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Lazy-Hybrid Method

Hash based location
Maintains hierarchical 
directories
Dual-entry access 
control list
• Merge path permissions 

and file permissions rwxr--r--

rwxr-xr-x

rwxr--r--
Path permissions

Path permissions

File permissions

Presenter
Presentation Notes
Dual-entry access control list
-stores an additional piece of metadata that represents the permissions calculated for the entire path called path permissions
-calculated by merging the permissions of all directories above it
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Lazy Hybrid Example

User 2
Group A
rwxr-x---

Must be in Group
A, or be User 1 
and User 2 

User 1
Group A
rwxr-x---

User 1
Group B
rwxr-x---

Must be User 1 
or in Group A 
and Group B

User 2
Group B
rwxr-x---

Must be in Groups
A and B, or be 
User 1 and in 
Group B, or be 
User 2 and in 
Group A 

Case 1 Case 2 Case 3

User 1
Group A
rwxr-x---

User 1
Group A
rwxr-x---

Case 1
User 2, Group A

Case 2
User 1, Group B

Case 3
User 2, Group B

Only “x” bit 
carries down 
hierarchy

Presenter
Presentation Notes
-This method does not work in all cases 
-This is because we don’t store any idea of the ownership of files in the path
-Permission bits are specific to the local user and group of ownership, losing this information can provide us with incorrect access control
-Case 2 example
-Also note that only the “x” bit carries down the hiearchy, this is what we have to associate ownership information with
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DNF and CNF

DNF: Disjunctive Normal Form
• Disjunction of conjunctions
• “or”s of “and”s

CNF: Conjunctive Normal Form
• Conjunction of disjunctions
• “and”s of “or”s

Presenter
Presentation Notes
-Popular way of representing logical expressions
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Flattening Hierarchy

Path access requirements (just for x)
(1 or C) and (3 or D)

User 1
Group B
rwxr-x--- Path access requirements

(1 or C) and (3 or D) and (1 or B)

File access requirements

User 3
Group D
rwxr-x---

Presenter
Presentation Notes
-We look at the execute bits and store the user/group information needed to access the file as a logical expression as seen in the table
-By keeping it in this format we can apply popular rules such as DeMorgan’s, and others, as well as some specific to file systems, in order to simplify the amount of information necessary to store
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Results

1

10

100

1000

10000

100000

1000000

10000000

0 2 4 6 8 10 12 14 16 18 20 22 24 26
Number of user values

N
um

be
r o

f f
ile

s

Users required for clauses before simplification
Users required for clauses after simplification

1

10

100

1000

10000

100000

1000000

10000000

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Number of group values

N
um

be
r o

f f
ile

s

Groups required for clauses before simplification
Groups required for clauses after simplification

Using CNF representation for files
31.7% no clauses
68.2% 1 clause
< 0.1% 2 clauses
1242 unique clauses (User V Group)

Presenter
Presentation Notes
We tested the CNF method on a large multi-user file system and obtained good results in that we had to store very little additional info in order to accurately represent access control
To learn more about the specifics of how we simply these expressions, and why it works so well for file systems, as well as info about how we handle things like hard links and updates, read the paper or come by our poster.


