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Archives Matter

Satellite Images Digital Video

Biotechnology Medical Records

Legal Records

UFixed content data repositories storing data objects that have long-term value, that do not

change over time, and are easily accessible
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Email compliance: The tip of the iceberg

SEC 17a-4

v'WORM preservation
v’ Automatic data integrity
v'Access to indexes and records

v'Retention driven by serialized timestamps

Files
Other drivers beyond SEC 17a-4

Structured Data

Images — explosive growth
Sarbanes-Oxley

HIPAA

21 CFR Part 11

DoD 5015.2 (electronic records)
OSHA

Documents Legal Discovery
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What is Long Term?

Beyond the Email Server

Document Management General Accounting
applications
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Web Applications
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NFS CIFS NFS
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Need for a Common Archiving Platform that answers ...

How is data added to the archive?

How is data stored, protected and managed over time?

How is data retrieved when needed?
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Email Document Instant Database
management messaging sever
= o "‘ |

Data access clients can tap diversity of resources
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Data creation
applications

Custom
applications

Open and easy data ingestion
NFS, SMB|CIFS, HTTP, and WebDAV

Scalable data preservation

Heterogeneous cluster storing fixed content
is self managing, scalable, and permanently
available.

Searchable data access

Standard and open gateways make access
easy. Content searching makes access even
more immediate.
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Archive Node Detail
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DNS Manager

Gateway protocols
CIFS | WebDAV NDMP
Access layer Fixed Content File System Web Ul SNMP
. ! . . Request Manager Administrative Engine
‘ File transaction and administration File transaction and throughput system configuration

Storage Manager Policy Manager

Core system components

Linux Operating System




Metadata Manager:
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request
manager

storage

region manager
hashmap

mm client
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authoritative copy

Inserting a file into ArC

external file path
internal file location #1

internal file location #2

internal file location #3 _I ————

backup copy

)

backup copy

L — -

external file path
internal file location #1

internal file location #2

i ]

internal file location #3 |

|,|

v/ RAIN-net

TCPI/IP over backend gig-E network

external file path

internal file location #1
internal file location #2
internal file location #3
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The Open Archive
UID tagged file objects
Data and Metadata

Data ingestion

Data preservation .==_:% }

»  Data stored as objects : £ v

»  Maintain data integrity | | Metadata R s
» Data is location independent « user defined

\ 4

»  Policies are enforced * policy parameters ;l "
. * IP access rights iy

Archive i

object

* derivative files
* registry Jisting

Registry listing
* metadata DTD
* data format

: = i | L | L
}—*:;? ] }—*:;? ] -l—ﬁ:;? ] }—&:;? ]

W==sdhnne | =i L*,-? AN E

modern digital archive
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The Open Archive

Data ingestion

%I : e e e YL e e e e YL e e e ke e
Data preservation = <M>i >
' - e B e R R re <R < o e v M ve - YL oe -
pata access : @ | o) » 9 » o) t* .;* » o) o) 9 o)
»  Searchable metadata and data
»  Standard file systems interface 1= f = Jﬂ 1= Jﬂ = Jﬂ
»  Open APIs: NFS, HTTP, WebDAYV, 9| — B f| = 7 9| = . fl =TT
SMB | CIFS S el e ¥ Stem— s S—
= hd =@ =0 = 0
»  Performance limited only by network ]_,"' : _ ].u""*_ : ]_,"" _ ]_,-'- °
speed "N
f-"' \‘-\ index and search

| ' | objects
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The Open Archive

' Decouple archive objects from the ingestion tools

*  Support Open data standards

*  Support Open network access protocols
J Decouple archive objects from hardware storage layer

* Run portable archiving software

* Assure interoperability at the network layer - not device specific
' Decouple archive objects from archiving software

*  Provide network export protocol (NDMP)

*  Support an Open transport format for archive objects
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The Open Archive

A good preservation architecture

* Application independence
* Hardware independence

* Archival system independence

05/25/06

enables discovery

\4

Search integration
High throughput
High availability

Optimize storage and indexing
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Discovery: What Can Be Indexed?

J Extractable text from 370 file formats

J All extractable metadata tags (e.g., Title, Subject, Author, Category, Keywords, etc.)
from the same

O

File system metadata
ArC metadata

* Retention date

O

* Authentication hash
¢ Custom metadata (future)

J No fixed index schema makes the system powerful
and very flexible

J Support for 77 languages makes it a global solution
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Simple Search Mode

m Structured Search | Advanced Search | Saved Gueries Change Password |

Search: Simple ]

LAl of these weords v | microsoft journaling

All of these words

Any of these words
Thiz exact phrase
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Structured Search Mode

| Simple Search Structured Search Advanced Search

Search: Structured

Find files that match | an  » | of the following...

File Type w
Archived Time w
Archived Time W
File Content= w
Author R

iz

after

before
containg any of

contains

[ Search ][ Clear ] Shovw as adwanced ...

05/25/06

Saved Queries

Ay
2006-01-01
2006-03-31
fraud

Jetff Spotts

Change Password

v (J[-J
Ed@ I
EE ][]

[ J (]
[
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Advanced Search Mode

Search: Advanced l

xmlroot: rows rowe and(CUST_ID:"00001", ORDER_ID: "30023") Advanced queries syntax guide

| Simple Search | Structured Search Advanced Search Saved Queries Change Password |

For additional help in constructing advanced

queriez, please see the izt of searchable fieldz, az

well az the Inttream Query Parameters Guide,

Search ][ Reset ]
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Handling Result Sets

Hold, release or delete results

Elpa e i resultsipage 10 | Save as

Result filters

Key Terms

Place results on hald
Release hold on results
Delete rasults

FW: If you ha

=5962632.1075845228447 Javahail evans@thymes
Fromemattin cuillag@enton.com Sent date: Tue May 29 10:39:45 EDT 2001

To: = shivelyi@enron.com, kevin ruscittid@enron.com, h. levwisi@enron.com, geoff storey@enron.com

. ACAR5965-938 441 54-90CCOEVE-B06 3209 ¥-Server-Uuid: blfedcid-9e59-11d1-b373-00805fa7c2de 3-W55-10: 1713474923332-01-06 3-MimeOLE: Produced By Microsoft iimeCLE
Wh.00,2314,1300 start from the bottam and then check out the article: httpi/ S washingt onpost, com/fwp-dvn/ articles...

Archived: FriApr 25 22:534:53 EDT 2006  Retention: Expired  Size: 25590 hytes [ show details
Microsoft
Count =15835119.107354 7799107 Javahdail evansi@thymes=
1140 Frommauresn movicker@enron com Sent date: Thuy Jan 04 04:46:00 EST 2001
936
To:  stevenkeani@enron.com
E41
£l ..maureen.mcvicker@enron. com steven.kean@enron. com Microsoft Mime-Version: 1.0 Content-Type: text/plain; charset.. Maureen McVicker/N&/Enron@Enron cc:
2 Subject: Microsoft Biaz Suit Against Microsoft Aimz at “Flat' Workplace Hierarchies By Yochi...
16
10 Archived: Frifpr2821:41:11 EDT 2006 Retention: Expired  Size: 9809 bytes [ Show details
T
5 -
: Volume Management Opening
5 =2412559 1075841 862723 Javahail evans@thymes
2 Fromeamy fitzpatricki@enron.com Sent date: Tue hMar 08 05:04:00 EST 2001
2 To: portland deski@enron.com
2
1 .ostrong organizational capabilities, Must possess excellent oral, written, and interpersonal skills, PC proficiency, including Microsoft Wark, Advanced Excel, and Access,
Special Job Characteriztics: Must be highly motivated, Self-starter with ability to recognize...
Court
0 Archived: Sat Apr 29020511 EDT 2006  Retention: Expired  Size: 2601 bytes [ Show details
a
2549
0 Volume Management Opening
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Other Search Functionality

J Export Result Sets for post-processing
J Save/Run/Edit Queries
J Discovery API

* Exposes the cluster-internal query service
* For specialized e-discovery applications
* For federated searches across multiple archives

* For the archive to be one of multiple targets of a federated search
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via Search Ul

Access and Storage Nodes

Front End Network

Search Interface

MM Region

MM Region

ry

Document
Processor

\ 4
Search Interface
MM Region T
_|
_|
o
1| MM Region
! x
; New document and

e e

metadata update events

P el T

Back End Network

Document
Processor

Document

fetch
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Query AP'EI ‘ ,
Prograrnmatic access to queries and results
J Highlights
* APl access with factory interfaces for building queries and iterating over query
results

* Control query features — Drill-down, categorization, clustering, result re-sorting,
spell-check, lemmatization, find similar

* Control scope of query — Collections, filtering
* Automatic query rewrite (e.g., spell check), rewrite suggestions
- Easy to integrate with server side scripting — JSP and ASP

O Interfaces
 Java, C++, .Net

* HTTP (for results returned in xml, text)

' Query timeline
* Obtain query string
* Define query parameters
osnsoe  © Query transformations .
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The open ArCh ive Su mmary ingestion preservation access

Periodic —
data audit Future discovery process ‘ 5@

Exchange Server E

- \
i — |
Indirect ingestion via ILM application Direct search
B A A of content or
Direct search metadata
A of ArC index
Indirect search of email application index
. L No email middleware
Email application application
EnterpriseVault / iLumin
converts data into standard
formats and attaches
metadata S S
ArC Search
Email ingestion via CIFS gateway | = g Ir_?_:_‘fl_rgs file over
A EEP
Direct Email ingestion via i e
SMTP gateway — — == 0 .
| =98 L B N Q=g
I 7 N 7 i 7 Ty ([ —— T
= s 'W— ° 'MW — ? ] — ? J
=samhine | (=sagihie | =samhine | | dghiee
':ll ':ll 'La.l-‘f'"ﬂ:- "yla.l-‘ "L:l“f'l:llk ':ll 'ylﬂ,ylylﬂ-, L) "'L:J-, L "Lﬂf"’ﬂl,
kol il idiwdod il ol
Mg M WHiaddd dSdaon
Objects consist of XML or HTML format files 2
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200 West Street, First Floor
Waltham, MA 021451-1121
United States
www.archivas.com

Andres Rodriguez
CTO

Phone: 617-571-1012
Email: andres@archivas.com

Thank you
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