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The Open Archive
Enabling Discovery
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Agenda

 Archives Matter

 The Open Archive

 Discovery
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Fixed content data repositories storing data objects that have long-term value, that do not 
change over time, and are easily accessible

Satellite Images

EmailLegal Records

Digital Video

Biotechnology Medical Records

Archives Matter
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Email compliance: The tip of the iceberg

SEC 17a-4

WORM preservation

Automatic data integrity

Access to indexes and records

Retention driven by serialized timestamps

Email

Other drivers beyond SEC 17a-4

Images – explosive growth
Sarbanes-Oxley
HIPAA
21 CFR Part 11
DoD 5015.2 (electronic records)
OSHA
Legal Discovery

Files

Structured Data

Chat

Voice

Video

Documents

…other fixed content data
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What is Long Term?

Email Server Document Management General Accounting Web Applications

Optical JukeboxTape Library NAS RAID Array

NFS CIFS NFS HTTP

Beyond the 
applications

Beyond the 
hardware
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How is data added to the archive?

 

How is data stored, protected and managed over time?

How is data retrieved when needed?

Need for a Common Archiving Platform that answers …
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Document 
management

Instant
messaging

Data creation
applications

Email
server

Database 
sever

Data access clients can tap diversity of resources

ArC

Searchable data access
Standard and open gateways make access 
easy. Content searching makes access even 
more immediate.

Scalable data preservation
Heterogeneous cluster storing fixed content 
is self managing, scalable, and permanently 
available.

Open and easy data ingestion
NFS, SMB|CIFS, HTTP, and WebDAV

Custom 
applications

The Open Archive
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DNS Manager

RAIN Net

Gateway protocols

Access layer

File transaction and administration

Core system components

NFS SMB
CIFS

HTTP
WebDAV

Storage Manager Policy Manager Metadata Manager

Administrative Engine
system configuration

Request Manager
File transaction and throughput

Linux Operating System

SMTP

Archive Node Detail

NDMP

Web UI SNMPFixed Content File System
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RAIN-net 
TCP/IP over backend gig-E network

external file path
internal file location #1
internal file location #2
internal file location #3

external file path
internal file location #1
internal file location #2
internal file location #3

external file path
internal file location #1
internal file location #2
internal file location #3

storage
manager

metadata
manager

request
manager

mm client P

region manager 
hashmap

authoritative copy backup copy backup copy

Metadata Manager: Inserting a file into ArC
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UID tagged file objects
Data and Metadata

Metadata

• user defined
• policy parameters
• IP access rights
• derivative files
• registry listing

Registry listing
• metadata DTD
• data format

Derivative file object
Data and Metadata

Archive 
object

The Open Archive

 Data stored as objects
 Maintain data integrity
 Data is location independent
 Policies are enforced

Data ingestion

Data preservation

modern digital archive
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index and search 
objects

The Open Archive

 Searchable metadata and data
 Standard file systems interface
 Open APIs: NFS, HTTP, WebDAV, 

SMB | CIFS
 Performance limited only by network 

speed

Data ingestion

Data preservation

Data access
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The Open Archive

 Decouple archive objects from the ingestion tools

• Support Open data standards

• Support Open network access protocols

 Decouple archive objects from hardware storage layer

• Run portable archiving software

• Assure interoperability at the network layer - not device specific

 Decouple archive objects from archiving software

• Provide network export protocol (NDMP)

• Support an Open transport format for archive objects
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The Open Archive

A good preservation architecture         …

• Application independence

• Hardware independence

• Archival system independence

enables discovery

• Search integration

• High throughput

• High availability

• Optimize storage and indexing
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Discovery: What Can Be Indexed?

 Extractable text from 370 file formats
 All extractable metadata tags (e.g., Title, Subject, Author, Category, Keywords, etc.) 

from the same
 File system metadata
 ArC metadata

• Retention date
• Authentication hash
• Custom metadata (future)

 No fixed index schema makes the system powerful
and very flexible

 Support for 77 languages makes it a global solution
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Simple Search Mode
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Structured Search Mode
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Advanced Search Mode
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Handling Result Sets Hold, release or delete results
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Other Search Functionality

 Export Result Sets for post-processing

 Save/Run/Edit Queries

 Discovery API

• Exposes the cluster-internal query service

• For specialized e-discovery applications

• For federated searches across multiple archives

• For the archive to be one of multiple targets of a federated search
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Index/Search Integration Model

H
TTP

Search Interface

MM Region

MM Region

EF
Iterator

H
TTP

Search Interface

MM Region

MM Region

EF
Iterator

Query Processor

Content
Distributor

Document
Processor

Query Processor

Document
Processor

Front End Network

Back End Network

Query
via Discovery API

Query
via Search UI

New document and
metadata update events

Document
fetch

Access and Storage Nodes Index and Query Nodes
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Query API
 Programmatic access to queries and resultsProgrammatic access to queries and results

 Highlights
• API access with factory interfaces for building queries and iterating over query 

results
• Control query features – Drill-down, categorization, clustering, result re-sorting, 

spell-check, lemmatization, find similar
• Control scope of query – Collections, filtering
• Automatic query rewrite (e.g., spell check), rewrite suggestions
• Easy to integrate with server side scripting – JSP and ASP

 Interfaces
• Java, C++, .Net
• HTTP (for results returned in xml, text)

 Query timeline
• Obtain query string
• Define query parameters
• Query transformations
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2016
21 22 23 24 25 26 27 28 292019 30

2004
09 10 11 12 13 14 15 16 170807 180602 03 04 05

2008 2012 2020 2024 2028

The Open Archive Summary 

Direct search
of content or
metadata

ArC Search
returns file over 
HTTP

Email application
EnterpriseVault / iLumin
converts data into standard 
formats and attaches 
metadata

No email middleware 
application

Direct Email ingestion via 
SMTP gateway

Indirect ingestion via ILM application

Exchange Server
Periodic
data audit

Indirect search of email application index

Future discovery process

preservationingestion access

A B

AB

Objects consist of XML or HTML format files

Direct search 
of ArC index

A

Email ingestion via CIFS gateway
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Thank you

Andres Rodriguez
CTO
Phone: 617-571-1012
Email: andres@archivas.com

200 West Street, First Floor
Waltham, MA 021451-1121

United States
www.archivas.com


