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universe in which nobody has complete 
awareness about what is taking place in that 
universe  (No person or computer is 
all‐seeing, all‐knowing!)

➠ All cryptographic systems rely on the 
assump(on that random numbers can be 
generated

➠ An adversary has no idea about the 
value of the next output of a random 
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two information sources—amessage source and a key source. The key source

produces a particular key from among those which are possible in the system.

This key is transmitted by some means, supposedly not interceptible, for ex-

ample by messenger, to the receiving end. The message source produces a

message (the “clear”) which is enciphered and the resulting cryptogram sent

to the receiving end by a possibly interceptible means, for example radio. At

the receiving end the cryptogram and key are combined in the decipherer to

recover the message.
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Fig. 1. Schematic of a general secrecy system

Evidently the encipherer performs a functional operation. If is the mes-

sage, the key, and the enciphered message, or cryptogram, we have

that is is a function of and . It is preferable to think of this, how-

ever, not as a function of two variables but as a (one parameter) family of

operations or transformations, and to write it

The transformation applied to message produces cryptogram . The

index corresponds to the particular key being used.

We will assume, in general, that there are only a finite number of possible

keys, and that each has an associated probability . Thus the key source

is represented by a statistical process or device which chooses one from

the set of transformations with the respective probabilities

. Similarly we will generally assume a finite number of possible

messages with associated a priori probabilities .

The possible messages, for example, might be the possible sequences of En-

glish letters all of length , and the associated probabilities are then the

relative frequencies of occurrence of these sequences in normal English text.
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that is is a function of and . It is preferable to think of this, how-

ever, not as a function of two variables but as a (one parameter) family of

operations or transformations, and to write it

The transformation applied to message produces cryptogram . The

index corresponds to the particular key being used.

We will assume, in general, that there are only a finite number of possible

keys, and that each has an associated probability . Thus the key source

is represented by a statistical process or device which chooses one from

the set of transformations with the respective probabilities

. Similarly we will generally assume a finite number of possible

messages with associated a priori probabilities .

The possible messages, for example, might be the possible sequences of En-

glish letters all of length , and the associated probabilities are then the

relative frequencies of occurrence of these sequences in normal English text.
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➠ Electromagne(c shielding enclosures (ESE) 
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➠ ESE technologies 
are mature and 
available 
commercially 

© Secure Systems & Technologies Ltd. Used with permission. 
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VPN image public domain from wikimedia.
Image of Computers © Secure Systems & Technologies Ltd. Used with permission. 
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Image of Computers © Secure Systems & Technologies Ltd. Used with permission. 

➠ Hardware counter‐measures such as HSM and 
TEMPEST cer(fied electromagne(c shielding 
take us back, closer to C. Shannon’s 1949 
original a\ack model
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Expanding mesh QKD Back Bone with a LAN
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GOLDKEY: A command and control architecture

This summary may contain material errors, as we do not have detailed product specifications.
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➠ As men4oned previously, it is not possible for one “security fortress”, ac4ng 
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Date Descrip(on

1970 SKD H. Feistel ‐ mutual authen(ca(on using symmetric keys

1973 SKDN D. Branstad ‐ mutual authen(ca(on over a network

1976 SKDN W. Diffie, M. Hellman, L. Lamport ‐ key distribu(on that is (m‐1) 
secure against Single Points of Trust Failure 

1976 SKDN S. Kent ‐ two factor authen(ca(on, symmetric key distribu(on 
over a network, backwards secrecy using magne(c cards, 
authen(cated encryp(on of data

1976 PKC W. Diffie, M. Hellman, R. Merkle ‐ public key cryptography

1987 SKDN Kerberos version 4 published (Public version) 

1988 PKI X.509 standard issued 

Timeline of symmetric key distribu8on schemes
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A driver for Diffie‐Merkle‐Hellman’s 1976 SKD design

A B

X

?

Wednesday, 5 May 2010

http://www.synaptic-labs.com
http://www.synaptic-labs.com
mailto:cto@pqs.io
mailto:cto@pqs.io


of 87

A survey and low-level comparison 
of network based symmetric key 
distribution architectures

www.synap(c‐labs.com cto@pqs.io SlidePresenta(on to the IEEE Key Management Summit 2010 75

A driver for Diffie‐Merkle‐Hellman’s 1976 SKD design

➠ Enable private conversa(ons between any two par(es, even if they 
have not communicated before, while also being secure against 
‘trusted par(es’

A B

X

?
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A (m‐1) out of m KDC secure SKD overlay network

? KDC

KDCKDC

KDC

➠ Diffie‐Hellman‐Lamport proposed in 1976: 
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A (m‐1) out of m KDC secure SKD overlay network

KDC

KDCKDC

KDC

A
m = 4 keys
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A (m‐1) out of m KDC secure SKD overlay network

➠ Each token has m pairwise unique pre‐shared keys, 
a different PSK for each of the m key distribu(on centers

KDC

KDCKDC

KDC

A
m = 4 keys
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A (m‐1) out of m KDC secure SKD overlay network

➠ Each token has m pairwise unique pre‐shared keys, 
a different PSK for each of the m key distribu(on centers

KDC

KDCKDC

KDC

A B
m = 4 keys
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A (m‐1) out of m KDC secure SKD overlay network

KDC
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KDC

A B

Wednesday, 5 May 2010

http://www.synaptic-labs.com
http://www.synaptic-labs.com
mailto:cto@pqs.io
mailto:cto@pqs.io


of 87

A survey and low-level comparison 
of network based symmetric key 
distribution architectures

www.synap(c‐labs.com cto@pqs.io SlidePresenta(on to the IEEE Key Management Summit 2010 79

A (m‐1) out of m KDC secure SKD overlay network

➠ A and B nego(ate m symmetric keys using the m key distribu(on centers  

KDC

KDCKDC

KDC

A B
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A (m‐1) out of m KDC secure SKD overlay network

➠ A and B nego(ate m symmetric keys using the m key distribu(on centers  

KDC

KDCKDC

KDC

A B

a dcb

a b c d a b c d
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A (m‐1) out of m KDC secure SKD overlay network

➠ A and B nego(ate m symmetric keys using the m key distribu(on centers  

KDC

KDCKDC

KDC

A B

a dcb

 = H(          )

➠ Then A and B hash their local copy of the m keys to make 1 shared key #

a b c d    = H(          )a b c d# #
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A (m‐1) out of m KDC secure SKD overlay network

➠ A and B maintain their privacy so long as 1 KDC refuses to collude
This is because trust is distributed across all m service providers

KDC

KDCKDC

KDC

A B

a
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High availability
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A B
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High availability

➠ If a service provider becomes unavailable, the users A and B can perform 
key exchanges with the remaining n servers.  The security of that 
transac(on reduces gracefully to (n‐1). 

KDC

KDCKDC

KDC

A B
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S. Kent (1976)

82

http://www.catb.org/~esr/writings/taouu/html/ch02s02.html
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Synap8c's observa8on on global IdM/CKM services
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Synap8c's observa8on on global IdM/CKM services

➠ Synap8c’s observa8on: 
The security of this proposal tends to increase if the KDC are managed by 
different organiza(ons, even from different countries (eg. Canada, Italy, Japan, Russia)
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Diffie‐Hellman‐Lamport‐Synap8c design proper8es
➠ All pre‐shared keys stored on smart cards can be nego(ated using Synap(c’s 

informa(on‐theore(c technique with ESE that is secure against insiders
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➠ We upper‐bound the number of par(cipa(ng service providers, 
irrespec(ve of the number of users

Wednesday, 5 May 2010

http://www.synaptic-labs.com
http://www.synaptic-labs.com
mailto:cto@pqs.io
mailto:cto@pqs.io


of 87

A survey and low-level comparison 
of network based symmetric key 
distribution architectures

www.synap(c‐labs.com cto@pqs.io SlidePresenta(on to the IEEE Key Management Summit 2010 84

Diffie‐Hellman‐Lamport‐Synap8c design proper8es
➠ All pre‐shared keys stored on smart cards can be nego(ated using Synap(c’s 

informa(on‐theore(c technique with ESE that is secure against insiders

➠ In this key distribu(on overlay network:

➠ The par(cipa(ng service providers can be owned and managed by 
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➠ In this key distribu(on overlay network:

➠ The par(cipa(ng service providers can be owned and managed by 
different organisa(ons, preferably from different countries

➠ We ignore the underlying network topology

➠ Non‐aligned users may trust the compe((ve/adversarial service 
providers not to collude against them

➠ We upper‐bound the number of par(cipa(ng service providers, 
irrespec(ve of the number of users
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Contact:

Web: http://synaptic-labs.com
+356 7956 2164Phone:

Email: cto@pqs.io

Benjamin Gittins
Chief Technical Officer and Architect
Synaptic Laboratories Limited
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