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Introduction

QO We store data in disks. Unfortunately, disks fail!
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Growing number of disks in data centers Larger disk capacity
= More disk failures = Longer rebuild time

Better data protection approach is needed!
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Existing Solutions

O Erasure Coding (EC)

= (K+P)
- Data is split into K data chunks
- P parities are computed
- Stripe: every (K+P) chunks

= Example: 2+1
- Tolerate any single failure
- 1.5x storage

= What if you want to tolerate more failures?
- More parities!

* 4+2
* 6+3
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EC at Scale

O A large-scale data center is usually hierarchical

= Racks

- Enclosures
e Disks

O How to deploy EC in a large-scale data center?

Enclosure 1 Enclosure 1 Enclosure 1

Enclosure 2 Enclosure 2 Enclosure 2

Rack 1 Rack 2 Rack 3
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Single-level Erasure Coding o nsure
O SLEC: Single-level Erasure Coding
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E1: Enclosure 1

Multi-level Erasure Coding Ri: Rack 1
0 MLEC: Multi-level Erasure Coding jasfaz a3|a4<\
Network (2+1
= Example: (2+1)/(2+1) | Networ |( +1) .
ai|az| |as| as
QO Why MLEC? / + \
R1E1 R2E1 R3E1

= Repair most failures locally
= Can tolerate rack failures
= Stackable and easy to deploy

e R S R
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Local (2+1)

= Configurable
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Rack 1 Rack 2 Rack 3
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Multi-level Erasure Coding

O MLEC has seen large deployments in practice
= LANL MarFS #@LosAlamos
= Scality ARTESCA %" SCALITY

Many research questions remain unanswered!

What are the possible chunk
placement schemes for
MLEC at scale?

les :
&
What are the types of ‘ ’

\ '

failure modes an MLEC
system can face?

What are their pros/cons in

9 terms of performance and
durability?

Can we optimize repair
methods to improve the
performance/durability?




E;:a THE UNIVERSITY OF

il CHICAGO MLEC @ MSST’23

MLEC at Scale

O Our work: Comprehensive design considerations and analysis of MLEC at scale

Chunk placement schemes | C/C, C/D, D/C, D/D

Failure modes Single disk failure, Catastrophic local failure
Repair methods RaLL, RFco, RHYB, RMIN
Analysis Performance, durability

Comparison Vs. SLEC, LRC, ...




E;:a THE UNIVERSITY OF

|l CHICAGO MLEC @ MSST’23

Q MLEC Design and Analysis
= Chunk Placement Schemes
= Repair Methods

O MLEC vs. Other EC Schemes
= vs. SLEC
= vys. LRC
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Example:

Chunk Placement Schemes SLEC 2+1
A SLEC chunk placement schemes
Clustered Parity Declustered Parity

D1 D2 Dz Ds Ds Re D: D2 Dz Ds Ds De

Local Ce pool . Local Dp pool

ElEA :ax _

] o] 3] [

Repair to spare disky
Parallel repair to spare space
= 3 disks participate in the repair = 5 disks participate in the repair

Repair Speed bottlenecked by disk 10 - Faster repair! ©
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Chunk Placement Schemes SLEC 221
A SLEC chunk placement schemes
Clustered Parity Declustered Parity
Lclialll Cp po - D5 D: Do LD3 IlDFp)éoolD5 ;

ﬁ'oo —' — OO
12 ‘af %lzJ% :ax :
-

‘\j —X B

= Repair speed bottlenecked by disk 10 = Faster Repair
= |f D3 and D6 fall... = |f D3 and D6 falil... @

Can survive - Dataloss!
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Example:
Chunk Placement Schemes MLEC (2+1)/(2+1)
Rack 1 Rack 2 Rack 3
O MLEC chunk placement schemes
Eiplf T 11| EipB® 1 11| |EEEFER [ 1]
= C/C C/C
Eal [ T T T[] Eol TTTTTOf (B2l LI 1T

- Clustered-Clustered
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Chunk Placement Schemes

O MLEC chunk placement schemes

= C/C

= C/D

Clustered-Clustered

Clustered-Declustered

C/C

C/D

Example:
MLEC (2+1)/(2+1)
Rack 1 Rack 2 Rack 3
Eifafof® T[] (Eipfef® 1 [ ]| |E2EEFER [ ]
Eol T[T T 1) |E2l T TTTTT| B2l L1711
Eifd] a7 | B | |Eifesfaq | Eill | B B2
Eol T T T T 1| |E2l T TT ]| [Eall LT 1711
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Chunk Placement Schemes

O MLEC chunk placement schemes

= C/C

= C/D

= D/C

MLEC @ MSST’23

Clustered-Clustered

Clustered-Declustered

Declustered-Clustered

C/C

C/D

D/C

Example:
MLEC (2+1)/(2+1)
Rack 1 Rack 2 Rack 3
Effef 11| |EieRf 11| |EEFE T 1]
Eal [ [ [ [ 1]] EoL TTTTT]| (B2l LT
Eifa] |22 | B E1las|aq| | Eill | B B2
Eol | [ [ []] Eol TTTTT]| (B2l T1]
Eal I 1 [ [ [] Ed[ TT 11 11| |Ea[ T EEER
Eo[ [ [ [B¥ada Eo[adafl [ | Eaf | [ [ []]
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Chunk Placement Schemes

O MLEC chunk placement schemes
= C/C
- Clustered-Clustered
= C/D
- Clustered-Declustered
= D/C
- Declustered-Clustered
= D/D
- Declustered-Declustered

C/C

C/D

D/C

D/D

Example:
MLEC (2+1)/(2+1)
Rack 1 Rack 2 Rack 3
Eip 1 []| B 11| |EETE 1]
Eal [T 111 Eo TTTTTI| (B2l L L1711
Eifa] |22 | B E1las|aq| | Eill | B B2
Eal [ [ [T 1] Eof TTTTTI| (B2 LI 1T1
Eal [ [ [ T[] Eil T T T 11]| |Eil ] e
E2[ 1 [ E¥ecfa Ezladaf® [ T | Eal [ [T 1]
Eal [T 1T 1] Eifasad B | Eal [ [ [ [ []
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Schemes: PDL under Failure Bursts

O Probability of data loss (PDL) under correlated failure bursts
= 57,600 disks across 60 racks, MLEC (10+2)/(17+3)
= Failure burst: Failures that happen concurrently in a small time window
= C/C has the best failure burst tolerance, while D/D worst

(a) C/C (b) C/D (c) D/C d% D/D
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When 60 disks
in the same rack -
fail, the PDLis O
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Schemes: Repair Speed

(a) Single disk failure

- -
o1 © O
o O O

o

Rebuild time (Hours)

In repairing a single disk failure,
local declustered placement in C/D

and D/D makes rebuilding faster
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Example:

Catastrophic Local Failure MLEC (2+1)/(2+1)

Huge amount of
network traffic

| —| [ — ~—— | ~— e [o—r| |f—r [—r — | —| [ — ~—— | ~—
| —| [ — ~—— | ~— e [o—r| |f—r [—r — | —| [ — ~—— | ~—
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1 . .
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Lost local stripe

Catastrophic local pool
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Schemes: Repair Speed

(a) Single disk failure

N
O
o

N
o
o

S
o

Rebuild time (Hours)
o

(b) Catastrophic local failure

N W
A A

o A

Rebuild time (Hours)

In repairing a catastrophic local failure,
DIC is the fastest scheme.

But the time is very long for all other
schemes
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Example:
Repair Methods MLEC (2+1)/(2+1)
Racki Rackz R%Eks
O Repair a catastrophic pool D:D2DsDsDs D ‘Dr D2 DsDsDsDe s Dz Da Ds Ds Do
= Repair All (RaLL) O = [a:b2/az b1 au by R
- Reconstruct entire pool é 3 b2[p[b1avlby] |as|bs|bslbulasas [bubulaaz br|ar

- Easy to implement and it works
- Used in practice
- High network traffic
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Repair Methods

O Repair a catastrophic pool
= Repair All (RaLL)
= Repair Failed Chunks Only (Rrco)
- Only reconstruct a1a2
- Less network traffic

- Requires proper APl and metadata
management

Example:
MLEC (2+1)/(2+1)
Rack Rack: Racks
6:D2D3 D4D552 61_D2 Ds Da Dsa 6:D2 D3 Da Dsag
e j ai|bz|az|bi|an b1z|<-_.®
é sz%b1|aﬂz|b12| as|bs|bs|bulasjas |bulbaan|az be|ar
b Q a1
o 20 as b3.b34 34@ a13 a» be|ar
E <\® Srall netwaork repair
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Repair Methods

O Repair a catastrophic pool
= Repair All (RaLL)
= Repair Failed Chunks Only (Rrco)
= Repair Hybrid (RHvs)
- Repair
- Repair stripe b locally
- Even less network traffic

Example:
MLEC (2+1)/(2+1)

Rack: Rack:z Racks

T e e —
DiDzDaDsDsDse D1D2D:D4DsDe D1 D2D3 D4 Ds Ds

e ﬂ a+1|bz2|az|b1an b 4__.®
é szMh |awz|b12| a3|b3|b4|b34|a4 |a34 b13|b24|awa|az4| be |aP

03 b [lbalbli o
o -4 az|bs b34 as EI a13az4 br|ar
E <\® Srall network repair

e network repair same as part (b)

an as|bs .b34 as EI am a br|ar

b1|b1
b2 —®}:{::+ Local repair

Ruvs
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° Example:
Repair Methods MLEC (2+1)/(2+1)
Rack Rack: Racks
. . ﬁ_Jﬁ ﬁ_% A
Q REpaIr a CataStrOph|C p00| DiD2D3DaDsDe D1 D2DsDaDs De 6;D2D3D4D55;

o)

RALL

= Repair All (RaLL)
= Repair Failed Chunks Only (Rrco)
= Repair Hybrid (RHvs)
= Repair Minimum (Rmin)
- First repair chunk a1 from network

ai|bz|az|bi|an b1z|<__.®
szMb1|aﬂz|b12| as|bs|bsbu|as/as |bisbalasaz be|ae
a|

Reco

az|bs .b34 a4 gl a13 axn bre|ar

Small network repair

o)

Ruvys

network repair same as part (b)

as bs .b34 a4 EI b24 anla be|ar

b2 —@;_:—f:: + Local repair

- Then repair a2z locally
- Minimum network traffic

{1) natwork rapair
as bs | b4 |b34| aa |a34| b13|b24 an az4| be |aP
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Repair Methods: Repair Time

2 Ri-N BB Ryys-N BEE R \\\
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Our optimizations greatly reduces RwmiN takes time to repair locally,
network repair time! but is fine as local 10 is much

cheaper than network traffic.
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Repair Methods: Durability

~ 40,
8 Better Better _— °cst
= 30 S N Better,
> 20/
® 10
A
0 C/C C/D D/C D/D

Our optimizations increase the durability After all the optimizations, C/D and D/D

a lot. provide the best durability.
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O MLEC vs. Other EC Schemes
= vs. SLEC
= vys. LRC
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SLEC Encoding Throughput

O Generally, EC with larger values of k and p has lower encoding
throughput.

= More parities 2 More computations
= Wider stripe = Harder to fit into CPU cache

o Single-core encoding throughput for (k+p) SLEC 12@
@ 10 R eeEEEEEEEEEEEEEEEEE I %
< S EEEEEEEE SR =<
S EL R EEEE NN NN EEEE R 8 =

u NN NN 5
S o B S EEEEEEEEEEEEEEmEEE 2
>, W 4 5
= EEEN AN S
5 0. mERm— | | | I 3
-0 10 20 30 40 50 O <

Data chunks k
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MLEC vs. SLEC

10, ©/CvsSLEC Cp C/D vs SLEC Dp
10
— C/IC o C/D o
L ke Loc-Cp-S o
m 81 ® 0c-Lp-5 o 8® X o Loc-Dp-S o
S s  Net-Cp-S x Net-Dp-S x
_5_ 6 6 X OXO
[ )

o . e® ., F#2 ¢ ° O, I;#Z
g‘) * o® . 41 ° % .
2 2 F—— *°o o F—  ° ® B«
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Durability (nines) Durability (nines)

Finding #1: For both MLEC and SLEC, Finding #2: MLEC can provide high

higher durability leads to lower encoding durability while maintaining higher
throughput. encoding throughput.
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MLEC vs. LRC

MLEC

LRC

a13 is computed from a1 and a3

ap is computed from a1, a2, a3, a4

A local stripe can have multiple parities

A local group has exactly one parity

One local stripe per rack

One chunk per rack

ai|daz|as | a4
Network MLEC
/ | \
ai|az - as|a4
¥ o) ¥ A |
R1E1 8 R2E1
e E LR L6
14 a

e

1
ait| |az yas| |a4
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L
R Ri R2 R3 Rs Rs Rs R7 Rs

f 000 000 00
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Both MLEC and LRC have their own

benefits

In some scenarios, MLEC can provide a
better tradeoft.
- e.g. when the network bandwidth is
very limited

Throughput (GB/s)
N

(=)

@

®

o

C/D vs LRC-Dp

C/D o
LRC-Dp a
[ )
A % o
.A o. % .
A °
A A
oM A A
0 20 40 60

Durability (nines)
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Conclusion

O Comprehensive design considerations and analysis of MLEC at scale

Chunk placement schemes | C/C, C/D, D/C, D/D

Failure modes Single disk failure, Catastrophic local failure
Repair methods RaLL, RFco, RHYB, RMIN
Analysis Performance, durability

Comparison Vs. SLEC, LRC, ...
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Thank you!
Questions?
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