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What is S3

PutObject: Uploads an object to a bucket.

GetObject: Retrieves an object from a bucket.

DeleteObject: Deletes an object from a bucket.

HeadObject: Retrieves metadata about an object without returning the object itself.

ListObjects: Lists some or all of the objects in a bucket.
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AbortMultipartUpload
CompleteMultipartUpload

CopyObiject

CreateBucket
CreateBucketMetadataConfiguration
CreateBucketMetadataTableConfiguration
CreateMultipartUpload

CreateSession

DeleteBucket
DeleteBucketAnalyticsConfiguration
DeleteBucketCors
DeleteBucketEncryption
DeleteBucketintelligentTieringConfiguration
DeleteBucketinventoryConfiguration
DeleteBucketLifecycle
DeleteBucketMetadataConfiguration
DeleteBucketMetadataTableConfiguration
DeleteBucketMetricsConfiguration
DeleteBucketOwnershipControls
DeleteBucketPolicy

GetBucketLogging
GetBucketMetadataConfiguration
GetBucketMetadataTableConfiguration
GetBucketMetricsConfiguration
GetBucketNotification
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GetBucketNotificationConfiguration
GetBucketOwnershipControls
GetBucketPolicy
GetBucketPolicyStatus
GetBucketReplication
GetBucketRequestPayment
GetBucketTagging
GetBucketVersioning
GetBucketWebsite

GetObject

GetObjectAcl

GetObjectAttributes
GetObjectLegalHold
GetObjectLockConfiguration
GetObjectRetention
GetObjectTagging
GetObjectTorrent
GetPublicAccessBlock
HeadBucket

HeadObject
ListBucketAnalyticsConfigurations
ListBucketIntelligentTieringConfigurations
ListBucketinventoryConfigurations
ListBucketMetricsConfigurations

What is S3 - actually

ListBuckets

ListDirectoryBuckets
ListMultipartUploads

ListObjects

ListObjectsV2

ListObjectVersions

ListParts
PutBucketAccelerateConfiguration
PutBucketAcl
PutBucketAnalyticsConfiguration
PutBucketCors
PutBucketEncryption
PutBucketintelligentTieringConfiguration
PutBucketinventoryConfiguration
PutBucketLifecycle
PutBucketLifecycleConfiguration
PutBucketLogging
PutBucketMetricsConfiguration
PutBucketNotification
PutBucketNotificationConfiguration
PutBucketOwnershipControls
PutBucketPolicy
PutBucketReplication
PutBucketRequestPayment

PutBucketTagging

PutBucketVersioning

PutBucketWebsite

PutObject

PutObjectAcl

PutObjectLegalHold

PutObjectLockConfiguration

PutObjectRetention

PutObjectTagging

PutPublicAccessBlock

RenameObject

RestoreObject

SelectObjectContent
UpdateBucketMetadatalnventoryTableConfiguration
UpdateBucketMetadatadJournalTableConfiguration
UploadPart

UploadPartCopy

WriteGetObjectResponse



SDK Compatibility

Service Client
S3 Standard — General purpose, low latency, high durability storage for frequently AWS SDK for Java
accessed data. AWS SDK for JavaScript
S3 Standard-IA (Infrequent Access) — Cheaper than Standard, meant for AWS SDK for Python (Boto3)
infrequently accessed data, with retrieval charges.
AWS SDK for PHP
S3 One Zone-lA — Same as Standard-IA but stored in a single AZ (lower cost, less
i AWS SDK for .NET (C# etc.)
resilience).
S3 Glacier Instant Retrieval — Archive storage with milliseconds retrieval, for data A DI el 0y
that is rarely accessed but must be retrieved quickly. AWS SDK for Go
S3 Glacier Flexible Retrieval — Low-cost archive with minutes—hours retrieval AWS SDK for C++
(formerly “Glacier”). AWS SDK for Kotlin
S3 Glacier Deep Archive — Lowest-cost storage, retrieval in hours, for long-term AWS SDK for Swift
compliance or rarely accessed data.
AWS SDK for Rust
S3 Express One Zone — High-performance, single-AZ storage with microsecond
. AWS Tools for PowerShell
latency and very high throughput.
AWS CLI

S3 on Outposts — Brings S3 storage APIs and features to AWS Outposts (on-
premises racks).
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SDK Compatibility

Even AWS has trouble with cross product compatibility

How is Amazon S3 on Outposts different from Amazon S3?

S3 on Outposts specifications

*The maximum Outposts bucket size is 50 TB.

*The maximum number of Outposts buckets is 100 per AWS account.

*Outposts buckets can be accessed only by using access points and endpoints.

*The maximum number of access points per Outposts bucket is 10.

* Access point policies are limited to 20 KB in size.

*The Outpost owner can manage access within your organization in AWS QOrganizations by using AWS Resource Access Manager. All accounts that
need access to the Outpost must be within the same organization as the owner account in AWS Organizations.

*The S3 on Outposts bucket owner account is always the owner of all objects in the bucket.

*Only the S3 on Outposts bucket owner account can perform operations on the bucket.

*Object size limitations are consistent with Amazon S3.

All objects stored on S3 on Outposts are stored in the OUTPOSTS storage class.

By default, all objects stored in the OUTPOSTS storage class are stored by using server-side encryption with Amazon S3 managed encryption keys
(SSE-S3). You can also explicitly choose to store objects by using server-side encryption with customer-provided encryption keys (SSE-C).

o|f there is not enough space to store an object on your Outpost, the API returns an insufficient capacity exception (ICE).
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S3's Split Personality

o S3 for Storage Vendors: Often seen as a simple protocol for put/get access. A basic
checklist of features. This is a low bar for “compatibility.”

o S3 for Applications: The true test. Applications may rely on a vast ecosystem of client-
side libraries, features, and specific behaviors. This is where the real incompatibilities
possibly arise.
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Is this S3 Compatible?

Maybe? Depends on client assumptions/needs?



SDK Compatibility

The Moving Target: AWS constantly evolves the S3 API with new features. 3rd party
S3 storage vendors are perpetually playing catch-up.

The Grey Area: The public S3 specification is incomplete. We often have to reverse-
engineer behaviors from the official AWS SDKs/service to ensure compatibility.

De-facto Standard: Only real protocol spec is how AWS service currently behaves.
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SDK Compatibility

@ Amazon Simple Storage Service

API Chenges SerVICes Amezon Surple Slorgge Service

2025/07/15 - 5 new api methods

m Amaror 53 Matadata liva inventory tables pravide a auaryable inventory of all the objects in yaur general nurpose bucket sa that vou ¢an daterming the latest stata of your dara. To help minimize your
starage cnsts, Lse journal table record expiration to cat a retention period for yaur rezords.

Chasing AWS S3 APl is a constantly moving target

2025/07/02 - 4 updated api methods
m Added suoport for cirectory bucket creglion with tags and bucket ARN ratnieval in CrealsBuckat, ListDirectory2uckes, anc HeedBucket opergtions

2025/06/)25 - 20 updated api methods
EEME Adds susport for additioral server-sids encryptior mode and storage clase values for accessing Amazon FSx data from Amazon $3 using 53 Access Points

2025/06/18 - 1new 5 updated api methods
m Addad sunpart for ranaming objests within the same hucket Lsing the new RenameChjaat AP

2025/05/)29 - 1 updated api methods
Adding checksum support for S3 =utBucketOwnershipControls AP

2025/0214 - 1 updated api methods
EENE) Added suopart for Content-Renge heeder in HeedDbject response.

2025/02)06 - 2 updated api methods
Updzted list of the valid AWS Recior values for the LocationConstraint paramster for general purpese duckets,

20250115 - 38 updated api methods

m This change enhancas integrity pratections for new SBK requests ta 53. 53 5DKs naw support the CRCGANVYME checksum algorithm, full azjzct chacksume for multinart S3 objects, ana new aafault integrity
protections for S3 reguasts. Tha 53 clisar attempts to valicate response checksums far al 53 AP operatians that suspart ckecksums. However, if the SCK has not implemantad the soacified chacksum algorithm ther
this validation s skipped. Checksum validation behavior can be configured using the ™ “when supported ™ and ““when required” ™ options - in code using the " “response checksum validation™ ™ parameer for
" "botocore.config.Confic *. in the shared AWS config file using " ‘response_checksum_valication °, or as an 2nv variasls Jsing * AWS_RESFONSE_CHECKSUN _VALICAT ON'°, Added support for the CRCSANVME
4 checlksum algorithm in the 82 client throuch the optioral AWS CRT (" "awscrt’ ) dependency. S3 client behavior is uodated to always calculetz 2 CRC32 checicsum by defzult for operations that supportit [such as
Vo versi-ly FutChject or UploadPart), or require it (such as DeleteCkjects). Checksum kehavior can be configurad using * "'when_suppcrted ™ and " “when_reguired ™ options = in ccde usirg the

“reauest chacksum caleulation” " narameter for  botocare eonfia Confia®  in the shared AWS ennfia file using ~““reauest checksum ealculation™ ' or as an env variable using



SDK Compatibility

AWS S3 server has to support older clients
AWS client SDK only needs to support current AWS servers
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Describe the bug

SDK Compatibility

| read the announcement about the integrity check behaviour change, and tried to disable the integrity check by setting

request_checksum_calculation and response_checksum_validation tO0 when_required .

However, it seems that the integrity check cannot be disabled for multipart upload by Uploader.Upload function in
feature/s3/manager package.|checked the HTTP header of the SDK's requests using tcpdump command. The results were

as follows:
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O & adev-code added p3  queued and removed on Feb 17

This is a minor priority issue

benmcclelland on Feb 18

Is there any possibility in raising the priority to something more than "minor" since this is currently breaking all 3rd party S3
servers that don't (yet) support the integrity checks? This is forcing clients to pin the following versions to be able to support

non-AWS S3 endpoints:

require (
github.com/aws/aws-sdk-go-v2/feature/s3/manager v1.17.49
github.com/aws/aws-sdk-go-v2/service/s3 v1.72.3

&

”

@ on Feb 21

Compatibility with arbitrary 3rd-party S3 clones is not going to be a driving factor for prioritization.

® 1 o9

Contributor
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Versity Gateway

S3 = POSIX
Enables S3 workloads to utilize POSIX
filesystems and tape via ScoutAM

Modular ) Scalable
POSIX and ScoutAM backends C) Load balance across
supported, easy to add more ; C_] multiple instances

High Performance " Open-Source
Written from scratch, Go / GoFiber Apache? licensed,

Fast processing and response times available on GitHub

Collaborative
P
V{ Versity

.@ Los Alamos

NATIONAL. LAEORATCRY

Seamless Integration
Familiar interfaces

https://github.com/versity/versitygw



Versity Gateway

April 2023 - Started in collaboration with LANL
June 2024 - First production release
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Versity Gateway Design Requirements

-----------------------------------------------------------------------------

e Scalable

* High Performance v v v

* Modular Backend Support

. .
* Flexible Open Source License
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Versity Gateway

S3 CLIENT S3 GATEWAY SERVER

BACKEND

TRANSLATE S3 REQUEST TO
BACKEND OPERATION

SEND S3 API REQUEST

BACKEND RESULT

SEND S3 API RESPONSE

CONTINUE WITH NEXT REQUEST

BACKEND

S3 GATEWAY SERVER

S3 CLIENT
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V" Versity

Versity Gateway




Versity Gateway - POSIX

POSIX - split object names on “/“, translate to file

S3 Frontend Example:

gateway root. /mnt/fs/gateway
* Protocol handlers bucket: mybucket
* Signature validation object: 2023/Jan/myobiject

* Request Validation
/mnt/fs/gateway/mybucket/2023/Jan/myobject
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Versity Gateway - POSIX

Support for multipart uploads
Stores temporary part uploads in hidden directory

Hands off final file construction to filesystem with copy_file_range()
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Versity Gateway - POSIX

Not strictly S3 compatible though

// Non-AWS errors “good enough” for majority of workloads
ErrExistingObjectisDirectory

ErrObjectParentlisFile
ErrDirectoryObjectContainsData
ErrDirectoryNotEmpty
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Versity Gateway

Storage Class

S3 Frontend
SCOUTFS SCOUTAM —
* Protocol handlers riesystem || PoLICY ENGINE
* Signature validation —
9 T )] s STANDARD

* Request Validation
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Versity Gateway

S3

Client Glacier workflows expect to be able
to manage storage class within the same
storage system endpoints

Vé Versity



Test Strategy

Automated tests pipeline for all pull requests
All tests are in GitHub repo

* Regression Tests - targeted for specific bug fixes
* System Tests - targeted at real clients
e aws cli
* s3cmd
* MC
» System Tests REST/curl - targeted at protocol details
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Cloud Object Storage Plugfest

SNIA Cloud Object Storage

Plugfest

https://www.snia.org/forums/csti/plugfests
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Cloud Object Storage Plugfest

IND ORJECT
JRAGE PLUCFEST

SNIA »

BENMI I FLLapp B
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Thank You

sales@versity.com

OIOI0)

@versitysoftware
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